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MOTIVATION - AI SYSTEMS IN MEDICINE

Decisions made downstream of an AI prediction need to know how much to trust it.

Precision oncology A confident misclassification of a malignant lesion can delay or misdirect treatment.

Clinical decision support LLMs answer patient- or clinician-facing questions where a hallucinated wrong answer is 
worse than an abstention.
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Calibrated and reliable uncertainty estimates at the level 
individual predictions are key for trustworthiness  
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Deep neural networks 
● Model is not calibrated and unreliable  

● Makes wrong predictions with high confidence, under data 
shift 

● Predictions are not actionable: wrong predictions cannot be 
distinguished from correct ones
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MIND THE DISTRIBUTION SHIFT WHEN RECALIBRATING

• Post-hoc recalibration of under confident models can exacerbate 
overconfidence under distribution shift

Temperature scaling can help - or harm
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Diagnosis of skin lesions
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Diagnosis

FROM DISCOVERY TO TRANSLATION:  TRUSTWORTHY AI TOOLS FOR 
PERSONALISED ONCOLOGY



Diagnosis of skin lesions
Stratification and modelling therapy  

   outcome of blood cancer patients 
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Diagnosis Stratification

FROM DISCOVERY TO TRANSLATION:  TRUSTWORTHY AI TOOLS FOR 
PERSONALISED ONCOLOGY



Diagnosis of skin lesions
Stratification and modelling therapy  

   outcome of blood cancer patients 

Therapy recommendation for                         

metastatic breast cancer patients
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Outcome prediction and  
therapy recommendation

Figure 1: [left] Kaplan-Meier curve, based on 128 patients with stage-4 stomach cancer.
(middle, right) Two personalized survival curves, for two patients (#1 and #2) with stage-4
stomach cancer. The blue dashed lines indicate the true time of death.

with the 25% on the curve, etc.
We focus on ways to learn such models from a “survival dataset” (see below), describing

earlier individuals. Survival prediction is similar to regression as both involve learning a
model that regresses the covariates of an individual to estimate the value of a dependent
real-valued response variable – here, that variable is “time to event” (where the standard
event is “death”). But survival prediction di↵ers from the standard regression task as its
response variable is not fully observed in all training instances – this task allows many of the
instances to be “right censored”, in that we only see a lower bound of the response value. This
might happen if a subject was alive when the study ended, meaning we only know that she
lived at least (say) 5 years after the starting time, but do not know whether she actually lived
5 years and a day, or 30 years. This also happens if a subject drops out of a study, after say 2.3
years, and is then lost to follow-up; etc. Moreover, one cannot simply ignore such instances
as it is common for many (or often, most) of the training instances to be right-censored; see
Table 4. Such “partial label information” is problematic for standard regression techniques,
which assume the label is completely specified for each training instance. Fortunately, there
are survival prediction algorithms that can learn an e↵ective model, from a cohort that
includes such censored data. Each such “survival dataset” contains descriptions of a set of
instances (e.g., patients), as well as two “labels” for each: one is the time, corresponding to
the time from diagnosis to a final date (either death, or time of last follow-up) and the other
is the status bit, which indicates whether the patient was alive at that final date. Section 2
summarizes several popular models for dealing with such survival data.

This paper provides three contributions: (1) Section 2 motivates the need for such isd

models by showing how they di↵er from more standard survival analysis systems. (2) Sec-
tion 3 then discusses several ways to evaluate such models, including standard measures
(Concordance, 1-Calibration, Brier score), variants/extensions to familiar measures (L1-loss,
Log-L1-loss), and also a novel approach, “D-Calibration” which can be used to assess the
quality of the individual survival curves generated by isd models. (3) Section 4 evaluates
several isd (and related) models (standard: km, cox-kp, aft and more recent: rsf-km,
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AUDIT OF SIIM-ISIC MODEL REVEALS ACTIONABLE FAILURE 
MODES

Fig. 2 ModelAuditor finds multiple clinically relevant weaknesses in its SIIM-ISIC audit: (Blue) The model performance
drops under certain lighting changes. (Red) SIIM-ISIC works best with the lesion in focus but struggles with zoomed-
out images (Green) The model performance will vary significantly if used in clincal practices with di!erent photography
settings and equipment. We compare these findings with the training data (ISIC19) and an unseen out-of-distribution dataset
(Fitzpatrick17) with a significantly lower AUROC and are able to confirm all hypotheses (rightmost panels). The correct label
is highlighted in bold.

calibration - accurately abstracting a task-specific problem fingerprint and mapping it to the correct set

of metrics specified within the Metrics Reloaded framework. Across architectures, deployment of a base

network led to a significant loss in accuracy (AUROC dropping 7% on average) and calibration (Brier score

22% higher on average) on the held-out test hospital. Using ModelAuditor’s targeted augmentations —

specifically addressing stain variation and tissue preparation di!erences — in a retraining step, recovered

up to 15% of the lost accuracy while simultaneously improving calibration, as measured by Brier score

and expected calibration error (ECE). In contrast, choosing generic augmentations via AutoAugment for

re-training, yielded consistently smaller improvements in model reliability.

We next assessed wether ModelAuditor could recognize when its recommendations had been successfully

implemented. To this end, we used a fresh instance of ModelAuditor without any knowledge of the baseline

or previous audit to audit the Vision Transformer model after retraining based on the initially suggested

augmentations. The agent identified the now high performance of the model under various variations and

argued that the model now can ”perform consistently with di!erent scanning equipment and preparation

methods” (see Figure A1). We empirically verified this result and confirmed the agent’s audit of the re-

trained model: the model improved under all synthetic distribution shifts and on the real-world test data

from a di!erent hospital (out-of-distribution; see Table A1).

Sampling bias in chest radiography

Chest radiograph datasets di!er markedly in disease prevalence, acquisition protocol and scanner vendor

[26, 27]. We next tested weather ModelAuditor is able to (i) identify such sampling bias as potential issue

for model deployment and (ii) is able to propose suitable mitigation strategies. To this end, we trained

the four backbones for multi-label pathology detection on the CheXpert dataset [28] containing 224,316
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MODEL AUDITOR RECOVERS LOST PERFORMANCE UNDER 
DISTRIBUTION SHIFT

Fig. 4 (1) Histopathology results measured on data from hold-out hospitals (Camelyon17) that is out-of-distribution due
to sampling bias. ModelAuditor significantly outperforms the Baseline and AutoAugment in all metrics. (2) Chest radiog-

raphy results ModelAuditor outperforms the baselines both in-distribution and out-of-distribution in terms of AUROC. (3)
Dermatology results AutoAugment harms baseline performance on test data with demographic shift from Australia while
ModelAuditor improves it due to it’s targeted augmentations.

Demographic shift in dermoscopy

To examine how well ModelAuditor can quantify and improve model realiability under demographic shifts,

we partitioned HAM10000 [30], a dataset for detecting pigmented skin lesions, by clinic of origin: images from

the Vienna Dermatology Department formed the training set, whereas those from an Australian practice

served exclusively as test data, reflecting real-world variation in imaging devices, illumination and patient

skin tone. Notably, generic AutoAugment resulted in worse AUROC and Brier score on the Australian test

data in comparison to even the base model, confirming that one-size-fits-all augmentation can misalign with

specific demographic shifts and even hurt model generalizability [17]. In contrast, ModelAuditor’s custom

augmentations exceeded baseline accuracy for every architecture while improving Brier score by up to 25%

(Table A3).

Taken together, mitigation strategies identified by the agent based on its audit successfully pro-

tects against failures to generalise to real-world variation of these models while being interpretable for

practitioners.

In all three scenarios the selected metric sets exactly matched those a domain specialist would recom-

mend, verified by a manual review against the MetricsReloaded checklist. This agreement underscores that
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• Perform model audit on different 
domains 

• Histopathology 

• Chest Radiography  

• Dermatology 

• Retrain models using targeted 
augmentations suggested by Model 
Auditor 

• Compare to AutoAugment as strong 
baseline 
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UNCERTAINTY IN GERNERATIVE MODELS

• Uncertainty in classification setting

• (Calibrated) confidence scores

• How can we quantify uncertainty in 
generated input?

• Can we use the loss function directly 
to estimate sample-specific 
uncertainty?



PREDICTIVE UNCERTAINTY IN LLMS

Gruber & Buettner, ICML 2024



PREDICTIVE UNCERTAINTY IN LLMS

• LLMs predict probability distributions of tokens

Gruber & Buettner, ICML 2024



PREDICTIVE UNCERTAINTY IN LLMS

• LLMs predict probability distributions of tokens

• But: we often only have access to outputs

Gruber & Buettner, ICML 2024



PREDICTIVE UNCERTAINTY IN LLMS

• LLMs predict probability distributions of tokens

• But: we often only have access to outputs

• Is there a score that can be computed on finite outputs only? 

Gruber & Buettner, ICML 2024



PREDICTIVE UNCERTAINTY IN LLMS

• LLMs predict probability distributions of tokens

• But: we often only have access to outputs

• Is there a score that can be computed on finite outputs only? 

• Enter kernel score: Sk (P, y) = P
2
k − 2 𝔼 ̂Y∼P [k ( ̂Y, y)]

Gruber & Buettner, ICML 2024



PREDICTIVE UNCERTAINTY IN LLMS

• LLMs predict probability distributions of tokens

• But: we often only have access to outputs

• Is there a score that can be computed on finite outputs only? 

• Enter kernel score: Sk (P, y) = P
2
k − 2 𝔼 ̂Y∼P [k ( ̂Y, y)]

Gruber & Buettner, ICML 2024



APPLICATION LLM

• Evaluate Kernel Entropy as uncertainty measure in Q&A tasks 

• Threshold kernel entropy to compute AUC for correct answer

Bias-Variance-Covariance Decomposition of Kernel Scores

Figure 6. Left: Kernel score, predictive kernel entropy, and their Pearson correlation throughout training for Glow-TTS. The entropy
indicates that the model initially predicts too narrow distributions, which widen until convergence at around 10000 iterations. After
convergence, the correlation between predictive entropy and kernel score is very high. Mid: The variance of an Deep Ensemble is also
initially very small and converges at the same time as kernel score and entropy. Right: Comparing kernel score and kernel entropy as well
as variance for 100 test instances at 16000 training iterations. Again, the correlation shows strong linearity for kernel entropy.

Figure 7. Area-Under-Curve of answer accuracy based on thresholds for different uncertainty measures. The kernel entropy outperforms
other baselines in predicting the correctness of generated answers across a wide range of differently sized models.

ing iterations by generating m = 10 speech waveforms
for each of 100 test instances. The evaluation includes
the kernel score, (predictive) kernel entropy and the distri-
butional variance. Note that ensemble members are only
required to compute the distributional variance – we com-
pute kernel entropy for a single model, as before. Here, we
use the Laplacian kernel klap (x, y) = exp(→ω ↑x→ y↑1)
(Schölkopf & Smola, 2002), where x and y are waveforms
represented by vectors and ω a normalization constant based
on the waveform length. The results are depicted in Figure 6.
Our results reveal that similar as for image generation, over-
fitting does not occur for prolonged training and the Pearson
correlation between kernel entropy and kernel score is very
high after convergence. But, the entropy is initially very
small and increases until convergence. This indicates that a
successful training requires to widen the predicted distribu-
tion. Consequently, the correlation between kernel entropy

and kernel score is negative, since badly fitted instances
have a more narrow predicted distribution. We also conduct
the evaluations with the RBF kernel, which gives similar
but slightly more erratic curves than the Laplacian kernel in
Appendix D.

5.3. Natural Language Generation

An instance-level uncertainty measure is supposed to pre-
dict the correctness of an individual prediction and should
therefore be highly correlated to the loss. In all experiments
so far, we observed a very high correlation between kernel
entropy and kernel score. This indicates that kernel entropy
is an excellent measure of uncertainty. In the following, we
examine kernel entropy to predict the correctness of LLMs
on question answering datasets. Here, the setup differs from
the previous experiments by two aspects.
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SPECTRAL UNCERTAINTY 

Generate n clarifications of the 
original question using an auxiliary 

model (outer samples)

Generate m answers for each clarification 
using the target model (inner samples) and 

compute their embeddings

Who is the president 
of this country?

Clarification 
LLM

Who is the first 
president of the US?

Who is the president 
of Tunisia in 2010?

Who is the president 
of Germany in 2025?

Target 
LLM

A1

A2

Am

Embedding 1

Embedding 2

Embedding m

𝑆𝑝𝑒𝑐𝐸(𝐶𝑙𝑎𝑟𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛1)
= − 𝑇𝑟[𝐾1log𝐾1]

𝑆𝑝𝑒𝑐𝐸𝑡𝑜𝑡𝑎𝑙
= − 𝑇𝑟[𝐾𝑡𝑜𝑡𝑎𝑙log𝐾𝑡𝑜𝑡𝑎𝑙]

Compute Kernel Matrices using the 
embeddings:
• for every clarification i
• for all generated 

answer embeddings

Then compute the VNEs of all matrices.

𝑲𝒊 ∈ 𝑹𝒎×𝒎 
𝑲𝒕𝒐𝒕𝒂𝒍 ∈ 𝑹𝒏𝒎×𝒏𝒎 
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WHY IT WORKS

𝑆𝑝𝑒𝑐𝐸𝑡𝑜𝑡𝑎𝑙 ∑𝑛
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BETTER AMBIGUITY DETECTION AND TOTAL UNCERTAINTY 

Ambiguity detection

Uncertainty Method Phi-4 14B LLaMA 4 Maverick
AUROC (%) AUPR (%) AUROC (%) AUPR (%)
AmbigQA

Semantic Entropy 53.29 51.85 46.14 49.36
Kernel Language Entropy 49.88 48.11 45.59 48.84
Predictive Kernel Entropy 48.37 48.94 45.10 49.12
Input Clarification Ensembling (aleatoric) 63.46 62.23 59.51 60.12
Spectral Uncertainty (aleatoric) 69.15 67.98 60.39 60.48

AmbigInst
Semantic Entropy 60.58 69.18 55.88 64.37
Kernel Language Entropy 60.60 69.35 55.80 61.83
Predictive Kernel Entropy 75.93 79.90 66.83 71.31
Input Clarification Ensembling (aleatoric) 71.70 80.62 69.66 79.04
Spectral Uncertainty (aleatoric) 86.37 90.10 85.95 89.46

Table 1: Comparison of aleatoric uncertainty estimation for different methods on the AmbigQA and AmbigInst datasets using
Phi-4 14B and LLaMA 4 Maverick. Metrics are reported as percentages.

Uncertainty Method Phi-4 14B LLaMA 4 Maverick
AUROC (%) AUPR (%) AUROC (%) AUPR (%)

TriviaQA
Semantic Entropy 84.70 71.10 71.64 43.75
Kernel Language Entropy 86.20 76.64 71.95 45.72
Predictive Kernel Entropy 85.88 74.66 73.85 45.86
Input Clarification Ensembling (total) 89.45 74.54 82.76 55.95
Spectral Uncertainty (total) 91.92 80.79 84.82 60.84

Natural Questions (NQ)
Semantic Entropy 76.24 74.36 70.24 52.35
Kernel Language Entropy 82.77 81.84 71.60 60.79
Predictive Kernel Entropy 77.67 76.57 70.56 58.73
Input Clarification Ensembling (total) 81.91 81.04 74.93 60.72
Spectral Uncertainty (total) 81.63 81.98 75.02 62.87

Table 2: Comparison of predictive uncertainty estimation for different methods on the TriviaQA and Natural Questions datasets
using Phi-4 14B and LLaMA 4 Maverick. Metrics are reported as percentages.

clarification LLM. To ensure computational tractability, we
impose an upper bound of 10 clarifications per input.
For kernel choice, we follow common practice (Gruber

and Buettner 2024) and employ the Radial Basis Function
(RBF) kernel in our experiments (cf. Appendix).
As compute infrastructure, we use NVIDIA Quadro RTX

5000 GPUs to compute sentence embeddings and run Phi-
4 experiments. GPT models and LLaMA 4 are accessed via
OpenAI and Groq API calls, respectively.

6 Discussion and Conclusion
We introduced Spectral Uncertainty, a novel framework for
decomposing predictive uncertainty in LLMs into aleatoric
and epistemic components. Our approach is theoretically
grounded in a general uncertainty decomposition based on
functional Bregman information, and instantiated using von
Neumann entropy in a kernel-induced semantic space. This

yields fine-grained, theoretically motivated uncertainty es-
timates that outperform existing baselines across standard
benchmarks.
While effective, the method involves computational cost

due to the number of generated responses (n → m), even
though each clarification uses only a small number of sam-
ples. We benchmark the effect of this limitation on compute
time in the Appendix. Reducing this cost via more efficient
or adaptive sampling strategies is a promising direction for
future work. Moreover, although the decomposition and es-
timators are derived from first principles, our evaluation re-
mains empirical—consistent with the broader trend in LLM
uncertainty research.
Overall, Spectral Uncertainty offers a principled and prac-

tical decomposition framework for modeling uncertainty
in language models, with potential applications in safety-
critical and interactive AI systems.

26096

Total uncertainty
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SUMMARY

• Formalise and measure calibration 
• MetricsReloaded guides practitioners to the right calibration metric for their 

tasks
• Audit → Improve → Monitor 
• ModelAuditor identifies clinically relevant failure modes and recommends 

targeted fixes
• Principled and practical uncertainty quantification for LLMs via spectral entropy
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